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Who Are You?

A few questions:

S A I

Do you know curl?

Have you used curl/libcurl?

Do you use Debian?

Do you use curl/libcurl from Debian?
Do you know how to build curl?

Do you know how to build the curl debian package?
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curl in Debian



What is curl in Debian?

e curlmaintainers

o samueloph, charles*, sergiodj

* That’s me
e 4 source package
o curl, trurl, nghttp3, ngtcp2
e 15 binary packages
e 48 open bugs



What is curl in Debian? [part 2]

e 1 source package (curl) and 6 binary packages (2 ssl backends)

o curl (the CLI tool - openss| backend)
m 97 reverse dependencies and 64 weak ones
o libcurl4té4 (libcurl gnutls backend)
m 28%reverse dependencies
o libcurl4-openssl-dev (header files for openssl backend)
o libcurl3t64-gnutls (libcurl gnutls backend)
m 238reverse dependencies
o libcurl4-gnutls-dev (header files for gnutls backend)
o libcurl4-doc



What is curl in Debian? [part 3]

e ~676reverse dependencies (r-deps)
e ~178r-depsinautopkgtest
e key package set
e Popcon: 198821 (out of 282420)
o Debian’s popularity contest (opt-in)
o Installedin ~2 out of 3 machines
e Bigimpactonthe archive!

o Bigresponsibility when updating it
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So..

e Howcanwe:

©)

©)

©)

Improve the quality of cURL?
Diminish the chance of regressions?

Contribute back to upstream?
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Topics we will cover

e DebCl (Debian’s Continous Integration tests)
e SalsaCl autopkgtest (Gitlab Cl)

e RCreleases

e Experimental features

e GnuTLS as curl cli SSL backend

e Lintian

e Reproducible builds

e Building the curl package
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But first... Debian releases



The Debian development cycle

Obijective:

@)

How?

©)

The many “distros”

@)

©)

©)

©)

Experimental ' Unstable

Release the stable version

12 Bookworm

Freeze the development version

11 Bullseye

Unstable - Sid
m Experimental - RC-Buggy

Testing - Nova estavel
Stable - Oficial
Oldstable - Antiga

10 Buster
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Package tests



Autopkgtest

e Whatisit?
o Install the package
o Install dependencies
o Letyourunscripts
o Check thereturncode

e Some examples

©)

©)

Simpleone:curl --version

More complex: run-my-tests.sh
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Autopkgtest

e Extensive testing!

©)

(@)
(@)
(@)
(@)

Regular upstream tests
Debug upstream tests
Python tests (not merged yet)
LDAP integration tests*

Build program using libcurl*
* Regression tests!

e When?

O O O O

On every commit (salsa-ci)

Locally before uploading (autopkgtest)
When hitting the archive (debci)

On dependencies changes (debci)

Experimental

12 Bookworm

11 Bullseye

10 Buster

Unstable
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RC Releases



Release Candidates

. o 8 k rel 1 Release candidate 2 5
e Extensive upstream testsuite PR i S N« o 7/4

Wednesday

o Butcantcover it all! T

Release candidate 1

o Bugsfound only after release NG
m Patchreleases — 1
e Release Candidates
o ~ 3-week feature window

o ~ 3-week of feature freeze
m RCevery 2days
o ~ 1-week cooldown
e RC1toexperimental and RC2 to unstable

Freeze Saturday Release Wednesday

Feature Saturday
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Experimental Features



Experimental Features

e Notready for prime time just yet
e Canbetested and used already

e Currently:
o HTTPSRRand ECH

o SSL import/export

e Enabled in Debian experimentat unstable/testing
o  What about stable?
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Switching cURLs CLI SSL Backend



From OpenSSL to GnuTLS

Motivation:
o HTTP/3
OpenSSL lagged behind
GnuTLS had a pretty good support
1,5 year before trixie, we switched (mid 2024)
o Switched back to OpenSSL before trixie (mid 2025)
Backends should be mostly equivalent

o Intheory!
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From OpenSSL to GnuTLS

e Many bugs were found
e Ingeneral, GnuTLS tendto
follow RFCs more strictly
e Allregressions fixed!
e OpenSSL picked up pace
e Intheend, we switched back for trixie

e Planto keep building with GnuTLS
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Debian’s QA Tools Helping



Debian QA's tools

e Toolssuch as:

o Lintian

o Reproducible Builds
o DebCl

o Cross-Build

o Etc.

e Run periodically and catch Bugs
o Allreported to upstream
o Usually with patches fixing it
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Building curl in Debian



Easiest way

e Clonerepoand make?

o Notsoeasy...

o We have downstream patches and Debian tooling
e FEasyanddirty way

o Adddeb-src linesto sources.list

o apt build-dep curl

o apt source curl

o dpkg-buildpackage -us -uc

28



Cleaner way

Why?

©)

©)

Do not install packages on your system
Works nicely with git

Cleaner way

©)

©)

©)

Add deb-src linesto sources.list

apt install devscripts sbuild git-buildpackage
debcheckout curl

gbp export-orig

*sbuild --no-clean-source
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Contact

] e charles[at] debian[dot] org
Information

e Matrix: charles:matrix.debian.social
e |RC: charles (oftc/libera)
e Questions or Comments?

e License:CCBY-SA4.0
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From here onwards:
slides for presentation
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The state of curl in Debian

The past, the present and the future
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2026-05-23 people.debian.org/~charles/talks/
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e Afew questions: SR
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1. Do you know curl? G2
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Who Are You?

A few questions:

1.
2.

Do you know curl?

Have you used curl/libcurl?
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Who Are You?

A few questions:

1. Do you know curl?

2. Have you used curl/libcurl?

3. Do you use Debian?
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Who Are You?

e Afew questions:

1.

2
3.
4

Do you know curl?
Have you used curl/libcurl?
Do you use Debian?

Do you use curl/libcurl from Debian?
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Who Are You?

e Afew questions:

1.

AR S

Do you know curl?

Have you used curl/libcurl?

Do you use Debian?

Do you use curl/libcurl from Debian?

Do you know how to build curl?
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Who Are You?

e Afew questions:

Do you know curl?

Have you used curl/libcurl?

Do you use Debian?

Do you use curl/libcurl from Debian?

Do you know how to build curl?

S A I

Do you know how to build the curl debian package?



curl in Debian
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What is curl in Debian?

e curlmaintainers

o samueloph, charles*, sergiodj

* That's me
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What is curl in Debian?

e curlmaintainers

o samueloph, charles*, sergiodj

* That’s me
e 4 source package

o curl, trurl, nghttp3, ngtcp2
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What is curl in Debian?

e curlmaintainers

o samueloph, charles*, sergiodj

* That’s me
e 4 source package
o curl, trurl, nghttp3, ngtcp2
e 15 binary packages
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What is curl in Debian?

e curlmaintainers

o samueloph, charles*, sergiodj

* That’s me
e 4 source package . |
LS e urliy
o curl, trurl, nghttp3, ngtcp2 %&:‘
e 15 binary packages D 2
cur ‘r .
e 48 openbugs ‘




What is curl in Debian? [part 2]

e 1 source package (curl) and 6 binary packages (2 ssl backends)

o curl (the CLI tool - openss| backend)

m 97 reverse dependencies and 64 weak ones
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What is curl in Debian? [part 2]

e 1 source package (curl) and 6 binary packages (2 ssl backends)

o curl (the CLI tool - openss| backend)
m 97 reverse dependencies and 64 weak ones
o libcurl4té4 (libcurl gnutls backend)
m 28%reverse dependencies
o libcurl4-openssl-dev (header files for openssl backend)
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What is curl in Debian? [part 2]
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What is curl in Debian? [part 2]

e 1 source package (curl) and 6 binary packages (2 ssl backends)

o curl (the CLI tool - openss| backend)
m 97 reverse dependencies and 64 weak ones
o libcurl4té4 (libcurl gnutls backend)
m 28%reverse dependencies
o libcurl4-openssl-dev (header files for openssl backend)
o libcurl3t64-gnutls (libcurl gnutls backend)
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o libcurl4-gnutls-dev (header files for gnutls backend)
o libcurl4-doc
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What is curl in Debian? [part 3]

e ~676reverse dependencies (r-deps)
e ~178r-depsinautopkgtest
e key package set
e Popcon: 198821 (out of 282420)
o Debian’s popularity contest (opt-in)
o Installedin ~2 out of 3 machines
e Bigimpactonthe archive!

o Bigresponsibility when updating it
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So..

e Howcanwe:

©)

©)

©)

Improve the quality of cURL?
Diminish the chance of regressions?

Contribute back to upstream?
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Topics we will cover

e DebCl (Debian’s Continous Integration tests)
e SalsaCl autopkgtest (Gitlab Cl)

e RCreleases

e Experimental features

e GnuTLS as curl cli SSL backend

e Lintian

e Reproducible builds

e Building the curl package
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But first... Debian releases



The Debian development cycle

e Objective:
o Release the stable version
e How?

o Freeze the development version

Bookworm12.0
2023
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The Debian development cycle

e Objective:
o Release the stable version
e How?

o Freeze the development version

Bookworm12.0
2023
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The Debian development cycle

Obijective:

@)

How?

©)

The many “distros”

@)

©)

©)

©)

Experimental ' Unstable

Release the stable version

12 Bookworm

Freeze the development version

11 Bullseye

Unstable - Sid
m Experimental - RC-Buggy

Testing - Nova estavel
Stable - Oficial
Oldstable - Antiga

10 Buster
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Package tests



Autopkgtest

e Whatisit?
o Install the package
o Install dependencies
o Letyourunscripts

o Check the return code
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Autopkgtest

e Whatisit?
o Install the package
o Install dependencies
o Letyourunscripts
o Check thereturncode

e Some examples

©)

©)

Simpleone:curl --version

More complex: run-my-tests.sh

64



Autopkgtest

e Extensive testing!

©)

(@)
(@)
(@)
(@)

Regular upstream tests
Debug upstream tests
Python tests (not merged yet)
LDAP integration tests*

Build program using libcurl*
* Regression tests!
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Autopkgtest

e Extensive testing!

o Regular upstream tests
o Debugupstream tests
o Python tests (not merged yet)
o LDAP integration tests*
o  Build program using libcurl*
* Regression tests!
e When?
o Onevery commit (salsa-ci)
o Locally before uploading (autopkgtest)
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Autopkgtest

e Extensive testing!

©)

(@)
(@)
(@)
(@)

Regular upstream tests
Debug upstream tests
Python tests (not merged yet)
LDAP integration tests*

Build program using libcurl*
* Regression tests!

e When?

O O O O

On every commit (salsa-ci)

Locally before uploading (autopkgtest)
When hitting the archive (debci)

On dependencies changes (debci)

Experimental

12 Bookworm

11 Bullseye

10 Buster

Unstable
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Experimental: Pseudo-Excuse for curl

« Migration status for curl (8.14.1-2 to 8.15.0~rc2-1~expl): Waiting for test results or another package, or too young (no action required now - check later)

« Issues preventing migration:
autopkgtest for abi-monitor: amd64: Testin rogress, arméd: Testin progress
autopkgtest for afflib: amd64: Testin progress, arm64: Test in progress

autopkgtest for alertmanager-irc-relay: amd64: Testin progress, arm64: Test i progress
autopkgtest for apache2: amd64: Test i progress, arm64: Tesktin progress

autopkgtest for appstream: amd64: Test in progress, armé4: Test in progress
autopkgtest for asn: amd64: Testin progress, arm64: Test in progress

autopkgtest for asterisk: amd64: Test in progress, arm64: Testin progress

autopkgtest for asymptote: amd64: Testin progress, arm64: Testin progress
autopkgtest for balboa: amd64: Testin progress, arm64: Testin progress

autopkgtest for bibtexconv: amd64: Test i progress, arm64: Testin progress
autopkgtest for bti: amd64: Test i progress, arm64: Testin progress

autopkgtest for butt: amd64: Test i progress, arm64: Test in progress

e Extensive testing!

o Regular upstream tests e e
Debug upstream tests o ST e T R
LDAP integration tests* e e
Build program using libcurl*

* Regression tests!
hen?
On every commit (salsa-ci
Locally before uploading (autopkgtest

When hitting the archive (debci
On dependencies changes (debci

autopkgtest for cockpit: amd64: Testin progress, armed: Testin progress
autopkgtest for cockpit-machines: amd64: Testin progress, arm64: Test in progress
autopkgtest for cockpit-podman: amd64: Testin progress, arm64: Test in progress
autopkgtest for cod-tools: amd64: TesEif progress, arm64: Testif progress
autopkgtest for collectd: amd64: Test i progress, arm6d: Test in progress
autopkgtest for conky: amd64: Testin progress, armé4: Testin progress

autopkgtest for coot: amd64: Test in progress, arm64: Testin progress

autopkgtest for cpanminus: amd64: Test i progress, arm64: Testin progress
autopkgtest for createrepo-c: amd64: Test in progress, arm6a: Test in progress
autopkgtest for cryfs: amd64: Test in progress, arm64: Testin progress

autopkgtest for curl: amd64: Test i progress, arm64: Tesk i progress
autopkgtest for dbab: amd64: Test in progress, arm64: Testin progress

autopkgtest for debci: amd64: Testi progress, arm6d: Testin progress

autopkgtest for debian-edu-config: amd64: Test in progress, arm64: Test in progress
autopkgtest for debusine: amd64: Test i progress, arm64: Test i progress
autopkgtest for deken: amd64: Test in progress, arm6d: Test in progress

autopkgtest for dgit: amd64: Testin progress, arm64: Test in progress

autopkgtest for di-netboot-assistant: amd64: Test i Broaress, arm64: Testin progress
autopkgtest for diaspora-installer: amd64: Test i progress, arm64: Tesk in progress
autopkgtest for dirb: amd6d: Test in progress, arm64: Test in progress

O O O O

o
OOOOé



Autopkgtest

e Extensive testing!

©)

O O O O

o
OOOOé

Regular upstream tests
Debug upstream tests
Python tests (not merged yet)
LDAP integration tests*

Build program using libcurl*
* Regression tests!

hen?
On every commit (salsa-ci)
Locally before uploading (autopkgtest)
When hitting the archive (debci)
On dependencies changes (debci)

autopkgtest for dkim-rotate: amd64: Testin progress, arm64: Testiin progress
autopkgtest for dovecot-fts-xapian: amd64: Test i progress, arm64: Testin progress
autopkgtest for dub: amd64: Testin progress, arm64: TEstin progress
autopkgtest for eckit: amd64: Test in progress, arm64: Testin progress
autopkgtest for edbrowse: amd64: Testin progress, arm64: Testin progress
autopkgtest for elinks: amd64: Testiin progress, arm64: Test in progress
autopkgtest for etcd: amd64: Testin progress, arm64: Testin progress
autopkgtest for exiflooter: amd64: Test in progress, arm64: Test in progress
autopkgtest for eye: amd64: TestiA Progress, arm64: Testin progress
autopkgtest for falcosecurity-libs: amd64: Test in progress, arm64: Test in progress
autopkgtest for feh: amd64: Testin progress, arm64: Test'in progress
autopkgtest for flask-caching: amd64: Test in progress, armé4: Test in progress
autopkgtest for flask-limiter: amd64: Test in progress, arm64: Test in progress
autopkgtest for flask-restful: amd64: Testin progress, arm64: Test in progress
autopkgtest for flatpak: amd64: Test in progress, arm64: Test in progress
autopkgtest for flatpak-builder: amd64: Test i progress, arm64: Test in progress
autopkgtest for forensics-extra: amd64: Testifi progress, arm64: Testin progress
autopkgtest for freedombox: amd64: Test in progress, arm64: Test in progress
autopkgtest for freeipa: amd64: Testifi progress, arm64: Test in progress
autopkgtest for freeradius: amd64: Testin progress, arm64: Test in progress
autopkgtest for fwupd: amd64: Test in progress, arm64: Test in progress
autopkgtest for ganeti: amd64: Testin progress, arm64: Test in progress
autopkgtest for genomicsdb: amd64: Test i progress, arm64: Testin progress
autopkgtest for gfsecret: amd64: Test in progress, arm64: Test in progress

for git-annex: amd64: Test in progress, arm64: Test in progress
autopkgtest for glances: amd64: Test in progress, arm64: Test in progress
autopkgtest for gnuais: amd64: Test in progress, arm64: Test in progress
autopkgtest for gnupgl: amd64: Test in progress, arm64: Testin progress
autopkgtest for gnupod-tools: amd64: Testin progress, arm64: Testin progress

for golang-github- iners-buildah: amd64: Testin progress, arm64: Testin progress
autopkgtest for groonga: amd64: Test i progress, Test in progress
autopkgtest for gssproxy: amd64: Testiin progress, arm64: Testin progress
autopkgtest for gunicorn: amd64: Testin progress, arm64: Test in progress
autopkgtest for hextools: amd64: Testin progress, arm6d: Testin progress
autopkgtest for hddemux: amd64: Testifl progress, arm64: Testin progress
autopkgtest for hippotat: amd64: Testin progress, arm64: Testin progress
autopkgtest for hoteldruid: amd64: Testin progress, arm64: Testin progress
autopkgtest for htslib: amd64: Testin progress, arm64: Testin progress
autopkgtest for httpdirfs-fuse: amd64: Test il progress, arm64: Test i progress
autopkgtest for hyphy: amd64: Test in progress, arm64: Test in progress
autopkgtest for icecast2: amd64: Test in progress, arm64: Testin progress
autopkgtest for ironic-python-agent: amd64: Testii progress, arm64: Testin progress
autopkgtest for isc-kea: amd64: Testin progress, arm64: Test in progress
autopkgtest for jp2a: amd64: Testiin progress, arm64: Testin progress
autopkgtest for juce: amd64: Testin progress, arm64: Test in progress
autopkgtest for kcov: amd64: Testin progress, armé4: Test in progress
autopkgtest for kicad: amd64: Testin progress, arm64: Testiin progress
autopkgtest for kodi: amd64: Testif progress, arm64: Testin progress
autopkgtest for lammps: amd64: Testin progress, arm64: Test in progress
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Autopkgtest

e Extensive testing!

©)

O O O O

o
OOOOé

Regular upstream tests
Debug upstream tests
Python tests (not merged yet)
LDAP integration tests*

Build program using libcurl*
* Regression tests!

hen?
On every commit (salsa-ci)
Locally before uploading (autopkgtest)
When hitting the archive (debci)
On dependencies changes (debci)

autopkgtest for ssl-cert: amd64: Test in progress, arm64: Test in progress
autopkgtest for sssd: amd64: Test in progress, arm64: Test in progress
autopkgtest for staden-io-lib: amd64: Test in progress, armé64: Jest in progress
autopkgtest for stenographer: amd64: Test in progress, arm64: Test in progress
autopkgtest for strongswan: amd64: Test in progress, arm64: Test in progress
autopkgtest for sunxi-tool md64: Test in progress, arm64: Test in progress
autopkgtest for syslog-ng: amd64: Test in armé4: Test in

autopkgtest for systemd: amd64: Test in progress, arm64: Test in progress
autopkgtest for tang: amd64: Tes!
autopkgtest for tiswrapper: amd64: Test in progress, arm64: Test in progress

autopkgtest for tpm2-tool md64: Test in progress, arm64: Test in progress
autopkgtest for trojan: amd64: Test in progress, arm64: Test in progress
autopkgtest for trurl: amd64: Test in progress, arm64: Test in progress
autopkgtest for uget: amd64: Test in progress, arm64: Test in progress
autopkgtest for ulfius: amd64: Test in progress, arm64: Test in progress
autopkgtest for unifrac-tools: amd64: Test in progress, arm64: Test in progress
autopkgtest for uwsgi: amd64: Test in progress, arm64: Test in progress
autopkgtest for uwsgi-plugin-php: amd64: Test in progress, arm64: Test in progress
autopkgtest for vagrant: amd64: Test in progress, arm64: Test in

autopkgtest for vip-manager: amd64: Test in progress, arm64: Test in progress
autopkgtest for virtualbox: amd64: Test in progress

autopkgtest for vorbis-tools: amd64: Test in progress, armé4: Test in progress
autopkgtest for webhook: amd64: Test in progress, arm64: Test in progress
autopkgtest for webo md64: Test in progress, arm64: Test in progress
autopkgtest for wesnoth-1.18: amd64: Test in progress, armé4: Test in progress
autopkgtest for i 3.2: amd64: Test in arm64: Test in
autopkgtest for xerces-c: amd64: Test in arm64: Test in

autopkgtest for xmitool amd64: Test in progress, arm64: Test in progress
autopkgtest for xmoto: amd64: Test in progress, arm64: Test in progress
autopkgtest for ykclient: amd64: Test in arm64: Test in

autopkgtest for ytfzf: amd64: Test in progress, armé64: Test in progress
autopkgtest for zchunk: amd64: Test in progress, arm64: Test in progress

Excuses generated on: Tue Jul 1 10:24:27 2025 UTC
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RC Releases



Release Candidates

. o 8 k rel 1 Release candidate 2 5
e Extensive upstream testsuite PR i S N« o 7/4

Wednesday

o Butcantcover it all! T

Release candidate 1

o Bugsfound only after release NG
m Patchreleases — 1
e Release Candidates
o ~ 3-week feature window

o ~ 3-week of feature freeze
m RCevery 2days
o ~ 1-week cooldown
e RC1toexperimental and RC2 to unstable

Freeze Saturday Release Wednesday

Feature Saturday
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https://daniel.haxx.se/blog/2025/02/28/adding-curl-release-candidates/

Experimental Features



Experimental Features

e Notready for prime time just yet

e Canbetested and used already
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Experimental Features

e Notready for prime time just yet
e Canbetested and used already
e Currently:

o HTTPSRRand ECH
o SSL import/export
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Experimental Features

e Notready for prime time just yet
e Canbetested and used already

e Currently:
o HTTPSRRand ECH

o SSL import/export

e Enabled in Debian experimentat unstable/testing
o  What about stable?
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Switching cURLs CLI SSL Backend



From OpenSSL to GnuTLS

e Motivation:
o HTTP/3
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From OpenSSL to GnuTLS

e Motivation:
o HTTP/3
e OpenSSL lagged behind

e GnuTLS had a pretty good support
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o Switched back to OpenSSL before trixie (mid 2025)
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From OpenSSL to GnuTLS

Motivation:
o HTTP/3
OpenSSL lagged behind
GnuTLS had a pretty good support
1,5 year before trixie, we switched (mid 2024)
o Switched back to OpenSSL before trixie (mid 2025)

Backends should be mostly equivalent
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From OpenSSL to GnuTLS

Motivation:
o HTTP/3
OpenSSL lagged behind
GnuTLS had a pretty good support
1,5 year before trixie, we switched (mid 2024)
o Switched back to OpenSSL before trixie (mid 2025)
Backends should be mostly equivalent

o Intheory!
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From OpenSSL to GnuTLS

e Many bugs were found
e Ingeneral, GnuTLS tendto
follow RFCs more strictly
e Allregressions fixed!
e OpenSSL picked up pace
e Intheend, we switched back for trixie

e Planto keep building with GnuTLS
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Debian’s QA Tools Helping



Debian QA's tools

e Toolssuch as:

o Lintian

o Reproducible Builds
o DebCl

o Cross-Build

o Etc.

e Run periodically and catch Bugs
o Allreported to upstream
o Usually with patches fixing it
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Building curl in Debian



Easiest way

e Clonerepoand make?

o Notsoeasy...

o We have downstream patches and Debian tooling
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Easiest way

e Clonerepoand make?

o Notsoeasy...

o We have downstream patches and Debian tooling
e FEasyanddirty way

o Adddeb-src linesto sources.list

o apt build-dep curl

o apt source curl

o dpkg-buildpackage -us -uc
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Cleaner way

o Why?
o Do notinstall packages on your system
o  Works nicely with git
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Cleaner way

Why?

©)

©)

Do not install packages on your system
Works nicely with git

Cleaner way

©)

©)

©)

Add deb-src linesto sources.list

apt install devscripts sbuild git-buildpackage
debcheckout curl

gbp export-orig

*sbuild --no-clean-source
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Contact

] e charles[at] debian[dot] org
Information

e Matrix: charles:matrix.debian.social
e |RC: charles (oftc/libera)
e Questions or Comments?

e License:CCBY-SA4.0
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